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Website: www.srcc.edu

August 09, 2026
ADVISORY
REGARDING FICTITIOUS JOB AND INTERNSHIP OFFERS

It has been informed that some individuals are circulating job and internship offers on student
WhatsApp groups and other social media channels.

Students are strongly advised to stay cautious and do considerable due diligence about such
job/internship offers being circulated, which may turn up to be cases of fraud. These job
offers/internships typically make claims such as “ Government approved” or “Collaboration
with renowned Institutions” and usually end up with demand of some security money.
Students are strongly cautioned against applying for such jobs/internships, which may be
possibly fictitious and fraudulent in nature. Students are also advised not to submit any
personal information such as mobile number/email address/physical address or other such
details in the forms circulated with such messages.

Students are also advised to refer to the earlier Advisory dated May 01, 2024, attached
herewith with respect to prevention of cybercrimes/cyber frauds/fraudulent
communications.
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Attached: as above.
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SRCC/AD-68/ 2024 May 01, 2024

ADVISORY
PREVENTION OF CYBER CRIMES/CYBER FRAUD/FRADULENT COMMUNICATIONS

[t has been informed that attempts of phishing/vhishing have been made against
students/ parents of students. In such cases, usually calls have been made to the students/their
parents towards extortion of money by claiming false cases against the student or by
impersonating authorities. Students are advised to pre-emptively inform their
parents/guardians of such possible fraudulent calls/communications being made in their name
towards false and fictitious cases and not fall prey to any such fraudulent communication.

Further, in the larger context of cybercrimes and awareness, students are strongly advised to:
1. Follow the advisories given by the Department of Telecommunications (DoT), Ministry
of Communications, Government of India on the following matters:
a. In case of fraud communications, immediately and proactively report such fraud
communications at “Chakshu-Report Suspected Fraud Communications” facility
of Sanchar Saathi portal (www.sancharsaathi.gov.in)

b. Check mobile connections available in your name at ‘Know Your Mobile
Connections’ facility of Sanchar Saathi portal (www.sancharsaathi.gov.in) and
report any mobile connection not taken by you at the Portal.

c. Report cyber-crimes at cyber-crime  helpline number 1930 or
www.cybercrime.gov.in (in case of already a victim of cyber-crime or financial
fraud.)

d. Avoid WhatsApp calls from foreign origin mobile numbers (like +92-xxxxxxxxxx).

2. FPollow the advisories given by the Indian Cybercrime Coordination Centre (I14C) of the
Ministry of Home Affairs, Government of India at:
https: / /1dc.mha.cov.in/advisories.aspx

3. Use of BOT Removal Tools available for free at the website of the Cyber Swachhta
Kendra of the Ministry of Electronics and Information Technology, Government of India

at https://www.csk.gov.in/security-tools.html to remove any unauthorised bot(s) in
your devices.
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